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INTRODUCTION
The sacred rights of mankind are not to be rummaged for among old parchments of musty
records. They are written, as with a sunbeam, in the whole volume of human nature, by the
hand of Divinity itself, and can never be obscured by mortal power.

LordAction [1]

Now right to privacy is not just a common law right, but a fundamental right in Indian
constitution, “We can trace “right to privacy’’ emanating from the two expressions of the
Preamble namely, "liberty of thought, expression, belief, faith and worship" and "Fraternity
assuring the dignity of the individual“ and also emanating from Article 19 (1)(a)[2] which
gives to every citizen "a freedom of speech and expression “and further emanating from
Article 19(1)(d)[3] which gives to every citizen "a right to move freely throughout the
territory of India" and lastly, emanating from the expression “personal liberty" under Article
21.[4] Indeed, the right to privacy is inbuilt in these expressions and flows from each of them
and in juxtaposition’’.

Abhay Manohar Sapre, J in Puttaswamy, [5]

Privacy
Meaning and Definition
Privacy is not unitary concept but is multidimensional concept deserves more of
enumeration than definition. There is no legal, philosophical consensus on the definition of
privacy.
According to etymological meaning of privacy has been taken from Latin term ‘privatus’
which means’ separated from the rest’ deprived of something, esp. office, participation in
the government’ and from ‘privo’ which means ‘to deprive’, is the ability of an individual or
group to seclude themselves or Information about themselves and there by reveal
themselves selectively.
Privacy is an inherent and natural right. It is thus not given, but already exists. It is about
respecting an individual and it is undesirable to ignore a person’s wishes without a
compelling reason to do so.
The simplest definition of privacy was given by Judge Thomas Cooley in Olmstead V United
States, [6] he called it, "the right to be let alone,” Invasion of privacy means "an unjustified
exploitation of one's personality or intrusion into one's personal activity, actionable under
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tort law and sometimes under Constitutional law". Further in India, it also used as popular
meaning of right to privacy is "the right to be let alone”. In Gobind vs. State of Madhya
Pradesh,[7] Privacy, in its simplest sense, allows each human being to be left alone in a core
which is inviolable yet the autonomy of the individual is conditioned by her relationships
with the rest of society. Those relationships may and do often pose questions to autonomy
and free choice.

Right to privacy
According to Salmond, rights are interests protected by ‘rules of right’, i.e., by moral or
legal rules. [8] When interests are worth protecting on moral grounds, irrespective of the
existence of a legal system or the operation of law, they are given the name of a natural
right. Accordingly, Roscoe Pound refers to natural law as a theory of moral qualities
inherent in human beings, and to natural rights as deductions demonstrated by reason from
human nature. [9]
Privacy, with which we are here concerned, eminently qualifies as an inalienable natural
right, intimately connected to two values whose protection is a matter of universal moral
agreement: the innate dignity and autonomy of man. The right to privacy is an element of
various legal traditions to restrain government and private actions that threaten the privacy
of individuals. [10][11]
The right to privacy may have different aspects starting from ‘the right to be let alone’ in
the famous article December 15, 1890 issue of the Harvard Law Review by Samuel Warren
and Louis D. Brandeis. [12]
So we can acquire these distinctive features of right to privacy,
(i) A right to privacy is the right to be alone. It is a classic turn on a negative right, where
other people have a responsibility to not interfere in yours affairs.
(ii) The right to privacy is a right in rem. The right exists against the world at large.
(iii) The privacy right is part of an individual’s inviolate personality.
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International instrument and India’s commitment under International law
The recognition of privacy as a fundamental constitutional value is part of India’s
commitment to a global human rights regime. Article 51 of the Constitution, which forms
part of the Directive Principles, requires the State to Endeavour to “foster respect for
international law and treaty obligations in the dealings of organized peoples with one
another”. [13]
Article 12 of the Universal Declaration of Human Rights, recognizes the right to privacy.
Similarly, Article 17 of the ICCPR, the International Covenant on Civil and Political Rights was
adopted on 16 December 1979 and came into effect on 23 March 1976. India ratified it on
11Dec. 1977, also provides prohibition against such interferences and attacks as well as to
the protection of the right. The Protection of Human Rights Act, 1993 which has been
enacted by Parliament refers to the ICCPR as a human rights instrument. Section 2(1) (d)
defines human rights. Under Section 12(f) of the Protection of Human Rights Act, 1993, the
National Human Rights Commission: “is entrusted with the function of studying treaties and
other international instruments on human rights and make recommendations for their
effective implementation.”The ICCPR casts an obligation on states to respect, protect and
fulfill its norms.
On 30 June 2014, a report of UN High Commissioner for Human Rights said that: “there is
universal recognition of the fundamental importance, and enduring relevance, of the right
to privacy and of the need to ensure that it is safeguarded, in law and in practice”. [14] “The
Right to privacy in the Digital age”. [15]
Article 8 of the European Convention on Human Rights says that "Everyone has the right to
respect for his Private and family life, his home and his correspondence."

Evolution of Right to Privacy in India
It is wrong to consider that the concept of the supervening spirit of justice manifesting in
different forms to cure the evils of a new age is unknown to Indian history. Even in the
ancient and religious texts of India, a well-developed sense of privacy is evident.
Sanjay Kishan Kaul J’s views in land mark case of right to privacy [16]
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Lord Shri Krishna declared in Chapter 4 Text 8 of The Bhagavad Gita thus:

The meaning of this profound statement, when viewed after a thousand generations is this:
That each age and each generation brings with it the challenges and tribulations of the
times. But that Supreme spirit of Justice manifests itself in different eras, in different
continents and in different social situations, as different values to ensure that there always
exists the protection and preservation of certain eternally cherished rights and ideals. It is a
reflection of this divine ‘Brooding spirit of the law’, ‘the collective conscience’, ‘the
intelligence of a future day’ that has found mention in the ideals enshrined in inter- Alia,
Article 14 and 21, which together serve as the heart stones of the Constitution.

Hitopadesha says that certain matter (worship, sex and family matters) should be protected
from disclosure. [17] A woman ought not to be seen by a male stranger seems to be a wellestablished rule in the Ramayana. Grihya Sutras prescribe the manner in which one ought
to build one’s house in order to protect the privacy of its inmates and preserve its sanctity
during the performance of religious rites, or when studying the Vedas or taking meals. The
Arthashastra prohibits entry into another’s house, without the owner’s consent. [18]
There is still a denomination known as the Ramanuj Sampradaya in southern India,
members of which continue to observe the practice of not eating and drinking in the
presence of anyone else. Similarly in Islam, peeping into others’ houses is strictly
prohibited.

[19]

Just as the United States Fourth Amendment guarantees privacy in one’s

papers and personal effects, the Hadith makes it reprehensible to read correspondence
between others. In Christianity, we find the aspiration to live without interfering in the
affairs of others in the text of the Bible.[20] Confession of one’s sins is a private act.[21]
Religious and social customs affirming privacy also find acknowledgement in our laws, for
example, in the Civil Procedure Code’s exemption of a pardanashin lady’s appearance in
Court. [22]

5

Constitutional development
The Supreme Court's ruling in Puttaswamy Aug 24, 2017 declared 'Privacy' as a fundamental
right,, spanned more than five hundred pages, drawing not only on Indian legalese and
history, but also on Western political Thought, so that, India's move to make Privacy a
fundamental right could have global implications. [23] The decisions in M P Sharma[24] and
Kharak Singh[25] adopted a doctrinal position on the relationship between Articles 19 and
21, based on the view of the majority in Gopalan.[26] This view stands abrogated particularly
by the judgment in Cooper[27] and the subsequent statement of doctrine in Maneka.[28] The
decision in Maneka, in fact, expressly recognized that it is the dissenting judgment of Justice
Subba Rao in Kharak Singh which represents the exposition of the correct constitutional
principle. The jurisprudential foundation which held the field sixty three years ago in M P
Sharma and fifty five years ago in Kharak Singh has given way to what is now a settled
position in constitutional law. Firstly, the fundamental rights emanate from basic notions of
liberty and dignity and the enumeration of some facets of liberty as distinctly protected
rights under Article 19 does not denude Article 21 of its expansive ambit. Secondly, the
validity of a law which infringes the fundamental rights has to be tested not with reference
to the object of state action but on the basis of its effect on the guarantees of freedom.
Thirdly, the requirement of Article 14

[29]

that state action must not be arbitrary and must

fulfill the requirement of reasonableness, imparts meaning to the Constitutional guarantees
in Part III of constitution of India. Further apex Court in which the right to privacy has been
held to be a constitutionally protected fundamental right. Those decisions include: Gobind
V. State of Madhya Pradesh [30], R Rajagopal V. State of Tamil Nadu [31], and People’s Union
for Civil Liberties V. Union of India. [32] In District Registrar and Collector, Hyderabad and
another V. Canara Bank [33] this apex Court said Art.21, Art.19 (1)(a), Art. 19(1)(d) gives rise
to the right to privacy. Petro net LNG LTD V. Indian Petro Group [34] this was before the
Delhi HC and it was established that firms cannot assert a fundamental right to privacy. Selvi
and others V. State of Karnataka

[35]

interestingly, the SC made a difference between

physical privacy and mental privacy. The case also established a connection of the right to
privacy with article 20(3) self-incrimination. Unique Identification Authority of India V.
Central Bureau of Investigation

[36]

access to the huge database by CBI from UIDAI data
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base purposes of investigating a criminal offence The SC, however, said that the UIDAI was
not to transfer any biometrics without the consent of the person. Justice K.S. Puttuswamy
(Retd.) V. Union of India [37] The Unique Identity Scheme was discussed along with right to
privacy.

Transgress of technology (privacy)
We are in an information age. With the growth and development of technology, more
information is now easily available. The information explosion has manifold advantages but
also some disadvantages. The access to information, which an individual may not want to
give, needs the protection of privacy. The right to privacy is claimed qua the State and nonState actors. Recognition and enforcement of claims qua non-state Actors may require
legislative intervention by the State.
(A) Privacy Concerns against the State
In 2013 Edward Snowden shocked the world with his disclosures about global surveillance.
States are utilizing Technology in the most imaginative ways particularly in view of
increasing global terrorist attacks and heightened public safety concerns. One such
technique being adopted by States is ‘profiling’.
The European Union Regulation of 2016 [38] on data privacy defines ‘Profiling’ as any form of
automated processing of personal data consisting of the use of personal data to evaluate
certain personal aspects relating to a natural person, in particular to analyze or predict
aspects concerning that natural person's performance at work, economic situation, health,
personal preferences interests, reliability, behaviour, location or movements.[39] Such
profiling can result in discrimination based on religion, ethnicity and caste. However,
‘profiling’ can also be used to further public interest and for the benefit of national security.
The security environment, not only in our country, but throughout the world makes the
safety of persons and the State a matter to be balanced against this right to privacy.
(B) Privacy Concerns Against Non-State Actors
The capacity of non-State actors to invade the home and privacy has also been enhanced.
Technological Development has facilitated journalism that is more intrusive than ever
before. Further, in this digital age, Individuals are constantly generating valuable data which
can be used by non-State actors to track their moves, choices and preferences. Data is
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generated not just by active sharing of information, but also passively, with every click on
the ‘world wide web’.

[40]

Recently, it was pointed out that “‘Uber’, a taxi company,

‘Facebook’, the world’s most popular media owner, ‘Alibaba’, the most valuable retailer,
‘Airbnb’ accommodation provider, something interesting is happening.”[41] ‘Uber’ knows
our whereabouts and the places we frequent. ‘Facebook’ at the least, knows who we are
friends with. ‘Alibaba’ knows our shopping habits. ‘Airbnb’ knows where we are travelling
to. Social networks providers, search engines, email service providers, messaging
applications are all further examples of non-state actors that have extensive knowledge of
our movements, financial transactions, conversations both personal and professional,
health, mental state, interest, travel locations, fares and shopping habits. Thus, there is a
need for protection of such information from the State. Our Government was successful in
compelling Blackberry to give to it the ability to intercept data sent over Blackberry devices.
While such interception may be desirable and permissible in order to ensure national
security, it cannot be unregulated. [42]
The concept of ‘invasion of privacy’ is not the early conventional thought process of ‘poking
ones nose in another person’s affairs’. It is not so simplistic. In today’s world, privacy is a
limit on the government’s power as well as the power of private sector entities. [43]

Current techno-legal protection, (privacy)
Recent in Aug 2017 after judgment by SC in Puttaswamy, The Government of India has set
up our Committee of Experts to study various issues relating to data protection in India,
make specific suggestions on principles underlying a data protection bill and draft such a
bill. The objective is to “ensure growth of the digital economy while keeping personal data
of citizens secure and protected.” It is awaited for passing.
Now Right to Privacy is a fundamental right and an intrinsic part of Article 21 that protects
life and liberty of the citizens and as a part of the freedoms guaranteed by Part III of the
Constitution. In June 2011, India passed a new privacy package that included various new
rules that apply to companies and consumers to obtain data owner’s written consent.

[44]

Previously, the Information Technology (Amendment) Act, 2008 made changes to the
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Information Technology Act, 2000 applies to the use of following two sections relating to
Privacy [45]
Section 43A, which deals with implementation of reasonable security practices for sensitive
Personal data or information and provides for the compensation of the person Affected by
wrongful loss or wrongful gain. Sensitive personal data or information it refers to:
Passwords, Financial information (such as bank account or credit card details),Physical
physiological and mental health condition, Sexual orientation, Medical records and
history, Biometric information.
Section72A, which provides for imprisonment for a period up to 3 years and or a fine up To
Rs. 5, 00,000 for a person who causes wrongful loss or wrongful gain by disclosing Personal
information of another person while providing services under the terms of lawful contract.
The Information Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules 2011 broadly regulate the:-Collection, receipt, possession, use, storage, dealing or handling of sensitive personal
Data or information.
-Transfer or disclosure of Sensitive Personal Data or Information.
-Security procedures for protecting Sensitive Personal Data or Information.
-Transfer of Sensitive Personal Data or Information outside India.
-Disclosure of Sensitive Personal Data or Information to the government.
-Retention of Sensitive Personal Data or Information.
-Review and correction of Sensitive Personal Data or Information.
-Deletion of Sensitive Personal Data or Information on withdrawal of consent.
The Union government constituted a Group of Experts on privacy under the auspices of the
erstwhile Planning Commission. Report

[46]

(16 Oct 2012) proposed a framework for the

protection of privacy concerns which, it was expected, would serve as a conceptual
foundation for legislation protecting privacy. The framework suggested by the expert group
was based on five salient features:
(i)Technological neutrality and interoperability with international standards.(ii) Multi
Dimensional privacy.(iii)Horizontal applicability to state and non state entities.(iv)
Conformity with privacy principles.(v) A co-regulatory enforcement regime.After reviewing
international best practices, the Expert Group proposed nine privacy principles. They are:
Notice (ii) Choice and Consent (iii) Collection Limitation (iv) Purpose Limitation
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(v) Access and Correction (vi) Disclosure of Information (vii) Security (viii) Openness
(ix) Accountability
Technology protection
While emerging digital era or information technology is typically seen as the cause of
privacy problems, but we know that poison kill by poison or iron can cut by iron so there are
also several ways in which information technology can help to solve these problems. There
are rules, guidelines, and well mechanism in digital space and practices that can be used for
designing privacy preserving systems. Like as method of encryption to protect personal
information from unauthorized use in cyber space.
(i) Design methods
Value Sensitive Design provides a “theoretically grounded approach to the design of
technology that accounts for human values in a principled and comprehensive manner
throughout the design process.” [47] It provides a set of rules and guidelines for designing a
system with a certain value in mind. One such value can be ‘privacy’, and value sensitive
design can thus be used as a method to design privacy-friendly IT systems. The ‘Privacy by
Design’ approach as advocated by Cavoukian(2009)[48] and others can be regarded as one of
the value sensitive design approaches that specifically focuses on privacy. The Privacy by
Design approach provides some principles have at their core that “data protection needs to
be viewed in proactive rather then reactive terms, making privacy by design preventive and
not simply remedial” [49]
(ii) Privacy enhancing technologies
An increasing number of software are available that provide some form of privacy (usually
anonymity) for their users, such software tools are commonly known as privacy enhancing
technologies.[50] Examples include communication anonymizing tools such as Tor
Free net

[52],

[51]and

and identity-management systems for which many commercial software

packages exist. Communication anonymizing tools allow users to anonymously browse the
web (with Tor) or anonymously share content. Privacy enhancing technologies also have
their downsides. For example Tor, the tool that allows anonymized communication and
browsing over the Internet, is susceptible to an attack whereby, under certain
circumstances, the anonymity of the user is no longer guaranteed [53]
(iii) Cryptography and the Information Technology Act, 2000
In modern age cryptographic techniques are essential in any IT system that needs to store
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For protect personal data. however cryptography itself does not provide any protection
against data breaching; only when applied correctly in a specific context does it become a
‘fence’ around personal data. Cryptography Techniques have big scope area. Like as
Homomorphic encryption, which have the potential to become very important for
processing and searching in personal data. Which provides a form of privacy protection (the
data is encrypted) and selective access to sensitive data. [54]The Information Technology Act,
2000 introduced some form of control over the use of encryption for communication in
India, Section 69, Section 89, Chapter II1, IV and V the Information Technology Act, 2000
deals with this above related problems. Section 89, laying down specific criteria to when the
security of the nation is being threatened and the like. In the absence of such measures, the
provision in Section 69 can be said to be an infringement of the right to privacy in view of
Article 21 and, consequently, unconstitutional and void ab initio. [55]
(iv) Identity management
The uses and management of user's online identifiers are crucial in the current Internet and
social networks. Online reputations become more and more important, both for users and
for companies. In the era of ‘Big Data’ correct information about users has an increasing
monetary value. ‘Single sign on’ frameworks, provided by independent third parties
(OpenID) but also by large companies such as Face book, Microsoft and Google,[56] From a
privacy perspective a better solution would be the use of attribute-based authentication [57]
which allows access of online services based on the attributes of users, for example their
friends, nationality, age etc. Depending on the attributes used, they might still be traced
back to specific individuals, but this is no longer crucial. In addition, users can no longer be
tracked to different services because they can use different attributes to access different
services which make it difficult to trace online identities over multiple transactions, thus
providing unlink ability for the user.

Issue
The issue of data protection is important both intrinsically and instrumentally. Intrinsically,
a regime for data protection is synonymous with protection of informational privacy. As the
Supreme Court observed in Puttaswamy, “Informational privacy is a facet of the right to
privacy. The dangers to privacy in an age of information can originate not only from the
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state but from non-state actors as well. We commend to the Union Government the need to
examine and put into place a robust regime for data protection. The creation of such a
regime requires a careful and sensitive balance between individual interests and legitimate
concerns of the state.”The need for the present research work originates from globally huge
debatable Since the global surveillance disclosures of 2013, initiated by ex-NSA employee
Edward Snowden, Agencies, such as the NSA, CIA, R&AW, and GCHQ have engaged in mass,
global surveillance, perhaps undermining the right to privacy.
‘Uber’ knows our whereabouts and the places we frequent. ‘Face book’ at the least, knows
who we are friends with. ‘Alibaba’ knows our shopping habits. ‘Airbnb’ knows where we
are travelling to. Social networks providers, search engines, e-mail service providers,
messaging applications are all further examples of non-state actors that have extensive
knowledge of our movements, financial transactions, conversations both personal and
Professional, health, mental state, interest, travel locations, fares and shopping habits. It
becomes a serious matter of privacy on global basis.
Even in India, importance of this present matter have huge repercussions when A 3-Judge
Bench of apex Court of India was dealing in Aadhar card scheme. Under the said scheme,
the Government of India collects and compiles both demographic and biometric data of the
residents of this country to be used for various purposes. One of the grounds of attack on
the said scheme is that the very collection of such data is violative of the “Right to Privacy”.
Issue of right to privacy in contemporary emerging digital era becomes a serious matter not
only individual but also related to national security in all dimension like as economy,
defense, finance, health etc. This study may fulfill the need and may also provide some
valuable contributions to develop the technology based legal system for the benefit of
modern civilized society in order to meet out the global perspectives of legal developments.
The concern of individual privacy and information privacy i.e. data privacy has urgent need
for research in this challenging digital era.

The Restrictions
The right to privacy as already observed is not absolute. The right to privacy as falling in part
III of the Constitution may, depending on its variable facts, vest in one part or the other, and
would thus be subject to the restrictions of exercise of that particular fundamental right.
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National security would thus be an obvious restriction, so would the provisos to different
fundamental rights, dependent on where the right to privacy would arise. The Public
interest element would be another aspect. It would be useful to turn to The European
Union Regulation of 2016

[58].

Restrictions of the right to privacy may be justifiable in the

following circumstances subject to the principle of proportionality:
(a) Must be considered other fundamental rights. (b) Legitimate national security interest.
(c) Public interest including scientific or historical research purposes or statistical purposes.
(d) For prevention Criminal Offences. (e) The unidentifiable data: the information does not
relate to identified or person but remains anonymous. (f) For the tax etc. all regulatory
purpose.

Conclusion
The right of privacy is a fundamental right. It is a right which protects the inner sphere of
the individual from interference from both State, and non-State actors and allows the
individuals to make autonomous life choices. It is rightly expressed that the technology has
made it possible to enter a citizen’s house without knocking at his/her door and this is
equally possible both by the State and non-State actors. It is an individual’s choice as to who
enters his house, how he lives and in what relationship. The privacy of the home must
protect the family, marriage, procreation and sexual orientation which are all important
aspects of dignity. If the individual permits someone to enter the house it does not mean
that others can enter the house. The only check and balance is that it should not harm the
other individual or affect his or her rights. This applies both to the physical form and to
technology. In an era where there are wide, varied, social and cultural norms and more so in
a country like ours which prides itself on its diversity, privacy is one of the most important
rights to be protected both against State and non-State actors and be recognized as a
fundamental right. Therefore in this research paper researcher try to find out probable
outcome to analyses those things which can be use full for our legislature to get an
opportunity to establish a cemented base for making rules, enact, guidelines for further
research related to emerging digital era’s possible problems and its solution regarding right
to privacy.
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LITRATURE REVIEW
BOOKS, JOURNAL, ON LINE JOURNAL, NEWSPAPERS, REPORT, ETC.
1. The Greek philosopher Aristotle spoke of a division between the public sphere of political
affairs (which he termed the polis) and the personal sphere of human life (termed oikos).
This dichotomy may provide an early recognition of “a confidential zone on behalf of the
citizen”. [59]
2. At a certain level, the evolution of the doctrine of privacy has followed the public private
distinction. William Blackstone in his Commentaries on the Laws of England (1765) spoke
about this distinction while dividing wrongs into private wrongs and public wrongs.
3. John Stuart Mill in his essay, ‘On Liberty’ (1859) gave expression to the need to preserve
a zone within which the liberty of the citizen would be free from the authority of the state.
[60]

While speaking of a “struggle between liberty and authority”

[61]

Mill posited that the

tyranny of the majority could be reined by the recognition of civil rights such as the
individual right to privacy, free speech, assembly and expression.
4. Austin in his Lectures on Jurisprudence (1869) spoke of the distinction between the
public and the private realms: jus publicum and jus privatum.
5. James Madison, who was the architect of the American Constitution, contemplated the
protection of the faculties of the citizen as an incident of the inalienable property rights of
human beings.[62] Madison traced the recognition of an inviolable zone to an inalienable
right to property. Property is construed in the broadest sense to include tangibles and
intangibles and ultimately to control over one’s conscience itself.
6. In an article published on 15 December 1890 in the Harvard Law Review, Samuel D
Warren and Louis Brandeis adverted to the evolution of the law to incorporate within it, the
right to life as “a recognition of man’s spiritual nature, of his feelings and his intellect”

[63].

As legal rights were broadened, the right to life had “come to mean the right to enjoy life –
the right to be let alone”. Recognizing that “only a part of the pain, pleasure and profit of
life lay in physical things” and that “thoughts, emotions, and sensations demanded legal
recognition”, Warren and Brandeis revealed with a sense of perspicacity the impact of
technology on the right to be let alone: “Recent inventions and business methods call
attention to the next step which must be taken for the protection of the person, and for
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securing to the individual what Judge Cooley calls the right “to be let alone”. Instantaneous
photographs and newspaper enterprise have invaded the sacred precincts of private and
domestic life; and numerous mechanical devices threaten to make good the prediction that
“what is whispered in the closet shall be proclaimed from the house-tops”. In their seminal
article, Warren and Brandeis observed that: “The principle which protects personal Writings
and all other personal productions, not against theft and physical appropriation, but against
publication in any form, is in reality not the principle of private property, but that of an
inviolate personality.”

[64]The

right “to be let alone” thus represented a manifestation of

“an inviolate personality”, a core of freedom and liberty from which the human being had to
be free from intrusion. The technology which provided a justification for the need to
preserve the privacy of the individual was the development of photography. The right to be
let alone was not so much an incident of property as a reflection of the inviolable nature of
the human personality. The ringing observations of Warren and Brandeis on the impact of
technology have continued relevance today in a globalized world dominated by the internet
and information technology. As societies have evolved, so have the connotations and ambit
of privacy.
7. Though many contemporary accounts attribute the modern conception of the ‘right to
privacy’ to The Warren and Brandeis article, historical material indicates that it was Thomas
Cooley who adopted the phrase “the right to be let alone”, in his Treatise on the Law of
Torts. [65] Discussing personal immunity, Cooley stated: “the right of one’s person may be
said to be a right of complete immunity; the right to be alone.”[66]
8. Roscoe Pound described the Warren and Brandeis article as having done “nothing less
than add A chapter to our law”. [67] However, another writer on the subject states that: “This
right to privacy was not new. Warren and Brandeis did not even coin the phrase, “right to
privacy,” nor its common soubriquet, “the right to be let alone”. [68]
9. The increasing presence of the print media in American society. Six months before the
publication of the Warren and Brandeis’ article, E L Godkin, a newspaper man had published
an article on the same subject in Scribner’s magazine in July 1890. Godkin, however,
suggested no realistic remedy for protecting privacy against intrusion, save and except “by
the cudgel or the horsewhip”.[69] It was Warren and Brandeis who advocated the use of the
common law to vindicate the right to privacy.[70]
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10. Conscious as we are of the limitations with which comparative frameworks

[71]

of law

and history should be evaluated, the above account is of significance. It reflects the basic
need of every individual to live with dignity. Urbanization and economic development lead
to a replacement of traditional social structures. Urban ghettos replace the tranquility of
self-sufficient rural livelihoods. The need to protect the privacy of the being is no less when
development and Technological change continuously threatens to place the person into
public gaze and portend to submerge the individual into a seamless web of inter-connected
lives.
11. The human element in life is impossible to conceive without the existence of natural
rights. In 1690; John Locke had in his Second Treatise of Government observed that the
lives, liberties and estates of individuals are as a matter of fundamental natural law, a
private preserve. The idea of a private preserve was to create barriers from outside
interference.
12. In 1765, William Blackstone in his Commentaries on the Laws of England spoke of a
“natural liberty”. There were, in his view, absolute rights which were vested in the individual
by the immutable laws of nature. These absolute rights were divided into rights of personal
security, personal liberty and property. The right of personal security involved a legal and
uninterrupted enjoyment of life, limbs, body, health and reputation by an individual. The
notion that certain rights are inalienable was embodied in the American Declaration of
Independence (1776) in the following terms: “We hold these truths to be self-evident, that
all men are created equal, that they are endowed by their Creator with certain unalienable
rights that among these are life, liberty and the pursuit of happiness”. The term inalienable
rights was incorporated in the Declaration of the Rights of Man and of the Citizen (1789)
adopted by the French National Assembly in the following terms:“For its drafters, to ignore,
to forget or to depreciate the rights of man are the sole causes of public misfortune and
government corruption. These rights are natural rights, inalienable and sacred, the
National Assembly recognizes and proclaims them-it does not grant, concede or establish
them-and their conservation is the reason for all political communities; within these rights
figures resistance to oppression”.
13. In 1921, Roscoe Pound, in his work titled “The Spirit of the Common Law”, explained
the meaning of natural rights: “Natural rights mean simply interests which we think ought to
be secured; demands which human beings may make which we think ought to be satisfied.
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It is perfectly true that neither law nor state creates them. But it is fatal to all sound thinking
to treat them as legal conceptions. For legal rights, the device which law employs to secure
such of these interests as it is expedient to recognize are the work of the law and in that
sense the work of the state.” [72]
14. Two decades later in 1942, Pound in “The Revival of Natural Law” propounded that:
“Classical natural law in the seventeenth and eighteenth centuries had three postulates.
One was natural rights, qualities of the ideal or perfect man in a state of perfection by
virtue of which he ought to have certain things or be able to do certain things. These were a
guarantee of stability because the natural rights were taken to be immutable and
inalienable. (2) The social compact, a postulated contract basis of civil society. Here was a
guide to change. (3) An ideal law of which positive laws were only declaratory; an ideal body
of perfect precepts governing human relations and ordering human conduct, Guaranteeing
the natural rights and expressing the social compact.”[73]
15. Edwin W Patterson, 1955 in “A Pragmatist Looks at Natural Law and Natural Rights” [74]
observed that rights which individuals while making a social compact to create a
government, reserve to themselves are natural rights because they originate in a condition
of nature and survive the social compact. In his words: “The basic rights of the citizen in our
political society are regarded as continuing from a pre political condition or as arising in
society independently of positive constitutions, statutes, and judicial decisions, which
merely seek to “secure” or “safeguard” rights already reserved. These rights are not granted
by a benevolent despot to his grateful subjects. The “natural rights” theory thus provided a
convenient ideology for the preservation of such important rights as freedom of speech,
freedom of religion and procedural due process of law. As a pragmatist, I should prefer to
explain them as individual and social interests which arise or exist normally in our culture
and are tuned into legal rights by being legally protected.” [75]
16. The idea that individuals can have rights against the State that are prior to rights created
by explicit legislation has been developed as part of a liberal theory of law propounded by
Ronald Dworkin. In his seminal work titled “Taking Rights Seriously” [76] (1977), he states
that, “Individual rights are political trumps held by individuals”.
17. In digital age idea regarding digital cash we can see also that “Privacy is necessary for an
open society in the electronic age. Privacy is not secrecy. A private matter is something one
doesn't want the whole world to know, but a secret matter is something one doesn't want
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anybody to know. Privacy is the power to selectively reveal oneself to the world.” Therefore,
privacy in an open society requires anonymous transaction systems. [77]
Landmark cases [78] that have discussed and also elaborated on Right to Privacy:
18. In M.P. Sharma V. Satish Chandra [23] were Supreme Court on the issue of ‘power of
search and seizure’ held that they cannot bring privacy as the fundament right because it is
something alien to Indian Constitution and constitution maker does not bother about the
right to privacy.
19. Kharak Singh V. The State of U.P [24] A minority opinion recognized the right to privacy as
a fundamental right. The minority judges said that right to privacy was both the right to
personal liberty and freedom of movement as well.
20. Govind V. State of M.P

[29]

in this case, the SC confirmed that the right to privacy is a

fundamental right. The right was said to include and protect personal intimacies of the home,
marriage, family, motherhood, etc. but it also observed that it was subject to compelling state
subject.
21. R.Rajagopal V. Union of India

[30]

the apex court said that the right is a part of the right of

a personal to personal liberty that is guaranteed under the Constitution. It further recognized
that the right to privacy can be both an actionable claim and also a Fundamental right.
22. People’s Union for Civil Liberties V. Union of India [31] this case before the Supreme Court
extended the right to privacy to communications. The court laid down regulations in
interception provisions in the country like such orders were to be issued by the home
secretaries only, necessity of the information was the considered, etc. Further it capped two
months onto the life of an interception order.
23. District Registrar and Collector, Hyderabad and another V. Canara Bank

[32]

This

Supreme Court judgment refers to personal liberty, freedom of expression and freedom of
movement as the fundamental rights that further gives rise to the right to privacy.
24. Petro net LNG LTD V. Indian Petro Group

[33]

this was before the Delhi HC and it was

established that firms cannot assert a fundamental right to privacy.
25. Selvi and others V. State of Karnataka

[34]

interestingly, the SC made a difference

between physical privacy and mental privacy. The case also established a connection of the
right to privacy with article 20(3) self- incrimination.
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26. Unique Identification Authority of India V. Central Bureau of Investigation

[35]

The

Central Bureau of Investigation sought access to the huge database complied by the Unique
Identity Authority of India for the purposes of investigating a criminal offence. The SC,
however, said that the UIDAI was not to transfer any biometrics without the consent of the
person.
27. Justice K.S. Puttuswamy (Retd.) V. Union of India [36] The Unique Identity Scheme was
discussed along with right to privacy. The question before the court was whether such a
right is guaranteed under the Constitution. The attorney general of Indian argued that it
privacy is not a fundamental right guaranteed to Indian citizens.
Other cases related to right to privacy
28. After the decision in Canara Bank [32], the provisions for search and seizure under Section
132(5) of the Income Tax Act, 1961 were construed strictly by this Court in P R Metrani V.
Commissioner of Income Tax [79] on the ground that they constitute a “serious intrusion into
the privacy of a citizen”.
29. Similarly, the search and seizure provisions of Sections 42 and 43 of the NDPS [80]
30. Act were construed by this Court in Directorate of Revenue V. Mohd Nisar Holia.[81]
Adverting to Canara Bank, among other decisions, the Court held that the right to privacy is
crucial and imposes a requirement of a written recording of reasons before a search and
seizure could be carried out.
31. Section 30 of the Punjab Excise Act, 1914 prohibited the employment of “any man under
the age of 25 years” or “any woman” in any part of the premises in which liquor or an
intoxicating drug is consumed by the public. The provision was also challenged in Anuj Garg
V. Hotel Association of India

[82]

on the ground that it violates the right to privacy. While

holding that the provision is ‘ultra virus’.
32. In Ram Jethmalani V. Union of India[83] a Bench of two judges was dealing with a public
interest litigation concerned with unaccounted monies and seeking the appointment of a
Special Investigating Team to follow and investigate a money trail. This Court held that the
revelation of the details of the bank accounts of individuals without the establishment of a
prima facie ground of Wrongdoing would be a violation of the right to privacy.
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OBJECTIVE OF RESEARCH WORK
The objective is to undertake the present research work:
1. To analyze the development of emerging digital era and its impact on right to privacy in
India.
2. To examine the current and existing legal frame work to protect the right to privacy in
India.
3. To find out, is the Information Technology Act, 2000, and amendment of the Information
Technology Act, 2008 effective and efficient enough for controlling the recent other digital
related developments regarding right to privacy in India.
4. To see opportunity of block chain technology in help of digitalization and what legal
challenges accrued.
5 To study of reaction of digital community and other interested parties.
6.To develop the thought for jurisprudence which can help in making a cemented base for
legislature for making regulation in the line of pre-determined objective for growth of
country and society.

HYPOTHESIS:
Research proceeds on the following hypothesis:
1. Development of emerging digital era having serious impact on 'Right to Privacy' and it
provide further scope in new dimensions those probably give new opportunity and
challenges in digital world or digital community etc.
2. Innovation and application of emerging digital era have dynamic and continuous
developmental process, so the legal frame work should also develop at required rate.
3. Study and analysis of new information technology tools for safe guard the privacy in
various field economic, defense, health, finance, etc. in the line of legal issue.
4. In cyber space Information Communication Technology (ICT) have very crucial role not
only in India but also for global countries. For combating emerging legal challenges, various
competent legal mechanisms should have to be evolved and developed with proper
restrictions to safeguard the individual interest as well as national Interest.
5. New rapidly acceptable global phenomenon of information technology (as block chain
technology as fin-tech.) its study, analyses and find out new legal horizon those globally
mutually acceptable and establish a concrete base for protection of various privacy issue.
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IMPACT AND UTILITY OF WORK
Any research if has been doing with honest, hard work, and with true resources then final
outcome of research Will be useful and research should have to useful for society benefit
for enhance the scope of natural resource in a mutually pre-determined norms of society
with sustainable development of inheritance. We know that advancement of technology
development many innovation for the need of human will come with the negative impact so
these are also should cure by society with the help of rules, regulation, legislation etc. As
like This research work have utility by use of probable outcome and trying to understand in
cyberspace for effective authentic regulation in digital community’s activity regarding the
Privacy, to regulate and combat such types and other problems of society like as child
related delinquency, to regulate the misuse cyber space devices, to regulate financial
activity, and help the society to understand better use of various phenomenon regarding
privacy and provide the further scope to investigate the better research for new thought for
development of new jurisprudence in this regarding.

RESEARCH METHODOLOGY:
The study is doctrinal and analytical. It is based on comparative and critical study of
international legal systems particularly which prevailing and prescribed by competent
authority like as united nation convention, U.S.A., U.K. and European Union and Indian Legal
framework relating to information technology and digital advancement regarding privacy.
The study has its own limitation due to dynamic nature of developing technologies and its
applications in restricted high-tech system of governance and legal developments.
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